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Introduction 

Bilborough College ("the College") needs to collect, store and use certain information 

about its employees, students and other users to allow it to monitor performance, 

achievements, health and safety, for example. It also needs to process information so 

that staff can be recruited and paid, courses organised and legal obligations to funding 

bodies and government departments complied with. This policy describes how this 

data must be collected, processed and stored to meet the College’s data protection 

standards and to comply with the law and in particular under Article 5 of GDPR. 

Compliance with the Data Protection Act 2018 is the responsibility of all members of 

the College and any breach of the Data Protection policy may lead to disciplinary action 

being taken, access to the college being withdrawn, or a criminal prosecution. Any 

queries regarding the interpretation of the policy should be directed to the Data 

Protection Officer. 

The College has implemented this Data Protection Policy to ensure all College 

Personnel are aware of what they must do to ensure the correct and lawful treatment 
of Personal Data. This will maintain confidence in the College and will provide for a 
successful working and learning environment for all. 
 

To comply with the law, information must be collected and used fairly, stored safely 

and not disclosed unlawfully to any other person. To do this, the College must comply 

with the Data Protection Principles, which are set out in the Data Protection Act (1998).  

In summary these state that personal data shall:  

• Be obtained and processed fairly and lawfully and shall not be processed 

unless certain conditions are met 
• Be obtained for a specified and lawful purpose and shall not be processed in 

any manner incompatible with that purpose 

• Be adequate, relevant and not excessive for those purposes 
• Be accurate and kept up to date 

• Not be kept for longer than is necessary for that purpose 
• Be processed in accordance with the data subject's rights 
• Be kept safe from unauthorised access, accidental loss or destruction 

• Not be transferred to a country outside the European Economic Area, unless 
that country has equivalent levels of protection for personal data 

 

The College and all staff or others who process or use any personal information must 

ensure that they follow these principles at all times. In order to ensure that this 

happens, the College has developed the Data Protection Policy.  

Transparent Processing – Privacy notices  

Where the College collects Personal Data directly from Individuals, the College will 

inform them about how the College uses their Personal Data. This is in a privacy notice. 

The College has adopted the following privacy notices:  

• Student 



 

 

• Staff 

• Visitor 

• Governor 

If the College receives Personal Data about an Individual from other sources, the 

College will provide the Individual with a privacy notice about how the College will use 

their Personal Data.  This will be provided as soon as reasonably possible and in any 

event within one month. 

If the College changes how it uses Personal Data, the College may need to notify 

Individuals about the change. If College staff therefore intend to change how they use 

Personal Data please notify the Data Protection Officer who will decide whether the 

intended use requires amendments to be made to the privacy notices and any other 

controls which need to apply. 

Copies of Privacy Notices (formerly called a Fair Processing Notice) are available on 

the Intranet and a copy of the student Privacy Notice is included in Appendix 1 as an 

example. 

 

  



 

 

The designated Data Controller  

The College is part of Better Futures Multi Academy Trust (BFMAT), and the Trust is 

therefore ultimately responsible for implementation.  

The designated Data Protection lead for the college is: 

Helen Dennis, Director of Planning & Operations 

The BFMAT Data Protection Officer is responsible for the following:  

• To inform and advise on GDPR and related obligations 
• To monitor compliance with the GDPR and related obligations 

• To provide advice regarding data protection impact assessment and to 
monitor its performance 

• To act as a point of contact with the supervisory authority, if required 
• Monitoring the application and compliance with the GDPR within the College 
• Providing advice, guidance and direction on data protection issues within the 

College 
• Maintaining the College’s registration with the Information Commissioner’s 

Office 
• Notifying the ICO in the event of a data breach 
 

The Data Protection Lead for the college can be contacted by email on 

dpo@bilborough.ac.uk 

Or by phone:  0115 8515000  

or at: 

Bilborough College 

College Way, 

Nottingham, 

NG8 4DQ 

 

Scope  

The Data Protection Policy covers all computerised and manual data processing 

relating to identifiable individuals. It not only includes information about individuals, 

but also options and intentions towards an individual. It therefore includes, for 

example, personnel records about staff, student records, emails relating to identifiable 

individuals, team meeting minutes, student and staff references.  
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Status 

This policy does not form part of the formal contract of employment, but it is a 

condition of employment that employees will abide by the rules and policies made by 

the College from time to time. Any failures to follow the policy can therefore result in 

disciplinary proceedings. 

Any member of staff or student, who considers that the policy has not been followed 

in respect of personal data about themselves, should raise the matter with the 

designated data controller initially. If the matter is not resolved it should be raised as 

a formal grievance.  

Responsibilities of Staff and Students 

 All staff and students are responsible for:  

• Checking that any information that they provide to the College in connection 
with their employment or learning is accurate and up to date 

 

• Informing the College of any changes to or errors in information, which they 
have provided, i.e. changes of address. They must ensure that changes of 

address, etc. are notified to Human Resources (staff) and Student Services 
(students)  

 

The College cannot be held responsible for any such errors unless the staff member 

or student has made the College aware. 

If and when, as part of their responsibilities, staff collect information about other 

people, (i.e. about students' course work, opinions about ability, references to other 

academic institutions, or details of personal circumstances), they must comply with 

the Staff Guidelines in Appendix 2.  

 

Data Security 

All staff are responsible for ensuring that:  

• Any personal data stored (including personal images) are kept securely, for 
example in a locked room, locked filing cabinet or locked drawer  

• All data that is stored electronically is password protected and that all 

passwords are regularly changed 
o The college operates a secure student tracking records system for 

collecting, storing and processing student data. It is expected that 
electronic student data should be collected, stored and processed within 

this system wherever possible. 
o Similarly, the college operates a secure system for collecting, 

processing and storing staff data and it is expected that electronic staff 

data should be collected, stored and processed within this system 
wherever possible. 



 

 

• Data stored on hard-drives or other storage devices is removed before 
disposal  

• Papers containing personal information are shredded before disposal  

• Databases are closed and workstations securely locked when leaving the 
computer or device 

• Personal information is not disclosed either orally or in writing or accidentally 
or otherwise to any unauthorised third party 

 

Staff should note that unauthorised disclosure will usually be a disciplinary matter and 

may be considered gross misconduct in some cases. It may also result in a personal 

liability for the individual staff member. For the avoidance of doubt, staff are advised 

to refer to the Data Controller for advice before deciding to disclose any information. 

Staff should not store data files containing personal information on portable storage 

such as CD or USB sticks for use off-site. This should not be necessary as staff can 

access this information securely via the remote-desktop server.  

If in exceptional circumstances it is considered essential to store personal information 

on a portable storage device (for example emergency contact details for a trip), staff 

MUST ensure that the device is suitably encrypted first.  Device encryption can be 

carried out by IT. 

Rights to access information – Subject Access Requests 

Staff, students and other users of the College have the right to access any personal 

data that is being kept about them either on computer or in certain files. This is known 

as a Subject Access Request. Any person who wishes to exercise this right should 

contact the Data Protection Officer and state clearly what information is being 

requested. 

The right of access to information is not an entitlement to access to documents as 

such (which may be accessible by means of the Freedom of Information Act, subject 

to any exemptions and the public interest), but the right to access personal data as 

contained within the document. 

In order to gain access, an individual may wish to receive notification of the 

information currently being held. This request should be made in writing to the Data 

Protection Officer. A fee may be payable for the administrative cost of complying with 

the request. 

The College aims to comply with requests for access to personal information as quickly 

as possible, but will ensure that it is provided within one month. 

The college may refuse a subject access request if the data includes information about 

another individual, except where the other individual has agreed to the disclosure, or 

where it is reasonable to provide the information without the consent of the other 

individual. In deciding this, the college will balance the rights of the data subject with 

the other individual’s rights regarding their own information.  



 

 

The college may also refuse any request which it considers manifestly unfounded or 

excessive, but in any case will explain and justify such a decision. 

 

Subject Consent  

There may be instances where the College can only process personal data with the 

consent of the individual. In some cases, if the data is sensitive, express consent must 

be obtained.  

Processing Sensitive Information 

Processing means obtaining, recording, holding or carrying out any operation on the 

information or data. 

Sensitive personal data is a special category. It may only be processed with the 

explicit consent of the data subjects. Sensitive personal data, including personal 

images, consists of information relating to: 

 the racial or ethnic heritage of the data subject  

• political opinions 
• religious or other beliefs of a similar nature  

• trade union membership 
• physical or mental health or condition 

• sexual orientation 
• the commission or alleged commission of any offence 
• proceedings for any offence or alleged offence  

 

Sometimes it is necessary to process information about a person's criminal 

convictions, race and gender and family details. This may be to ensure the College is 

a safe place for everyone, or to operate other College policies, such as the Equality, 

Diversity & Inclusion Policy. 

The College will also ask for information about particular health needs, such as 

allergies to particular forms of medication, or any conditions such as asthma or 

diabetes or disabilities. The College will only use the information for the protection of 

the health and safety of the individual, but will need consent to process this 

information, for example in the event of a medical emergency. 

Because this information is considered sensitive, and it is recognised that the 

processing of it may cause particular concern or distress to individuals, staff and 

students will be asked to give express consent for the College to do this. Offers of 

employment or course places may be withdrawn if an individual refuses consent to 

this without good reason. 

 

 



 

 

Examination Results 

Students will be entitled to information about their marks for both coursework and 

examinations. Examination results are normally notified directly to students. Lists of 

examination results identifying individual students are not posted on College notice 

boards. The College may withhold certificates, accreditation or references in the event 

that the full course fees have not been paid, or books and equipment not returned to 

the College. 

Examination results are made available to the Director of Education, Nottingham City 

Council, and Heads of partner schools. 

Examination results may be made available for publication in the local newspapers. 

The College does not have to obtain specific consent to publish results but students 

have a right to object to publication. News stories focussing on individual students will 

only be made available with the consent of the student. 

Retention of Data  

Personal data will be retained for no longer than is necessary for the purpose for which 

it was collected.  

The College will keep some forms of information for longer than others to meet various 

contractual or legal requirements. 

Appendix 3 indicates the length of time that certain records will be retained.  

Data Protection breaches 

Where a Data Protection breach occurs, or is suspected to have occurred, this should 

be reported immediately in accordance with the Data Security Breach Management 

and Reporting Procedure. 

Data Protection Audits 

Audits of computerised and manual record systems should be conducted annually. 

Periodic review of Data Protection Policy 

The Data Protection Officer should review the Data Protection Policy annually.  

 

 
 

  



 

 

Appendix 1 - Privacy Notice for Students 

 

The Privacy Notice for Students is available on the college website as a separate 
document.  

https://bilborough.ac.uk/about/policies/  
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Appendix 2 – Data Protection staff guidelines 

All staff will process data about individuals when carrying out their role, for example 

when submitting attendance data or completing progress reports.  Within its 

enrolment procedures, the college ensures that individuals give consent to such 

processing and are notified of the categories of processing and the reasons for doing 

so, as required by the Data Protection Act.  

All staff have a duty to ensure that they comply with the data protection principles 

set out in the introduction to the Data Protection policy and in particular must ensure 

that records are: 

• Up to date 

• Accurate 

• Fair 

• Stored and disposed of securely and in accordance with college policy 

Before processing any personal data, staff are advised to consider: 

• Whether the information needs to be recorded 

• Whether the information is sensitive 

• If the information is sensitive, do you have the data subject’s consent? 

• Has the data subject been advised this type of data will be processed? 

• Have you checked that the data is accurate? 

The College will designate certain staff as authorised to access data that is sensitive 

or non-standard for example when dealing with matters relating to safe-guarding. 

Only these staff are authorised to access data in this category.  

Authorised staff with access to sensitive data have a responsibility for maintaining 

the security of such data at all times by ensuring: 

• IT equipment is not left unattended 

• IT equipment is password-protected 

• Any paper records are put away in lockable storage 

• Paper records are securely destroyed when no longer required 

Any person who discovers they have access to sensitive or non-standard data which 

they believe they are not authorised to access must report this to the designated safe-

guarding lead person, their deputy or the Data Controller immediately. 



 

 

Appendix 3 - Data retention guidelines 

 

Data description Retention period 

Student records including academic 
achievements, attendance and 

conduct 

At least 10 years 

Accident books and accident report 

forms 

At least 3 years after the date of the last entry or in line with the 

requirements of RIDDOR 1985. 

Examination certificates Will be retained for a period of 4 years and thereafter destroyed 

 

Staff application forms / interview 

notes 

6 months from the date of the interview 

Personnel files including records of 

disciplinary and grievance hearings 

At least 6 years from the end of the period of employment 

Personnel training and appraisal 

records 

At least 6 years from the end of the period of employment 

Financial records including sales 

invoices, purchase orders, financial 
statements. 

At least 6 years from the end of the financial period to which they refer 

 

 


